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Abstract

The purpose of this document is to provide a written account of the research conducted
over the course of the project. The following document details a number of systems and

technologies grouped into their respective categories for comparative purposes.
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The following document will provide a detailed review of the research conducted over the
course of the project and will be further extended with any additional research.

As the project is implementing an agile, iterative approach....



The document will provide a background on the following categories of technology:

Encryption Software
Web Frameworks
Programming Languages
Cloud Technologies

Also, this document will also discuss research conducted into similar applications or applications
of the same nature of sensitive information.

2 Existing Clinical Management Systems

This section of my research will be in regard to existing systems that have previously been
implemented and made available to customers. My interest in researching these systems will be



identifying requirements, unique factors this system may include, the Ul screens, technologies
used, the creator/s of the/these system/s and where it is used.

2.1 CMS 3X

CMS 3X is a popular open-source Clinical Management System developed by Mobigator
Technology Group which develop solutions in Healthcare, Insurance, Finance and Telecom
across the UK, US and Asia. [1] The CMS 3X application is implemented by The Hong Kong
Medical Association (HKMA) and Information and Software Industry Association (ISIA) -
screenshots and support & help can be found hosted by The Hong Kong Medical Association
website. [2]

2.1.1 User/Admin CMS 3X GUI

2.1.1.1 Login Page

v3X

Clinic Management System

Usernama:
Pasaword:

Sign in
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the Madical and Health Sector, and was developed by the Mobigator T-uhno oy Group.
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2.1.1.2 Main Page

WAITRIC QUELE  APPOINTEVENT SIN-TATION [NSFENSARY INVFNTORY. REPORT CASHE0ODK — ADNIN

Welcome to CMS 3X!

PREV @
Appointment Consultation Digpanadry
i i? et LS -
\ p
|
—t
inventary | Rapart Admin
Q’ HEMs TH <arsion is |||'|-tn-|1arn.
Denn Broadeast racsage foom RLEMA TH
CMS3X s an ppen-sourcs & inic ma mert sysbem projeck joindy |nDIema'v'ed bw e Homg Kong Wedlc.
an [ and tha Infarmation and softwiars indusery sssociat
n the Offics of the Govemment ¢ Infarm T [OGC1D) I : Prograr
[55P1 for the Medizal and Health Seckar, &nd was developed by :he sctinglagy Group
Cupyeighbl THE 3i - GPL 2 version 1010937

2.1.1.3 Patient Record
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2.1.1.4 Appointment
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2.1.1.6 Consultation
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2.1.1.7 Letter Editor (from Consultation form tab)
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2.1.1.8 Attachments (from Consultation form tab)
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2.1.1.10 Dispensary & Payment
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2.1.1.11 Report Viewer
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2.1.1.12 Administrator Interface
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2.2 OpenEMR Project

OpenEMR is a popular open source electronic health records and medical practice
management system. [3] The project repository can be found here.

The Features tab from the home page provides vasts amounts of information regarding the
system including some screenshots of the software.

(List of open-source health software)


http://www.open-emr.org/wiki/index.php/OpenEMR_Features
https://github.com/openemr/openemr
https://en.wikipedia.org/wiki/List_of_open-source_health_software#Electronic_health_or_medical_record

3 Technology Research

3.1 Encryption Software

In this section | will document a number of encryption solutions in order to find the best suited
technology fit for this application.

Pycrypto (Python package available on PyPi)
http://www.laurentluce.com/posts/python-and-cryptography-with-pycrypto/

PyCryptodome (Another python package available on PyPi, ran into some python versioning
issues with Pycrypto when testing with ptpython.. It was to node, winrandom failed import)
https://pycryptodome.readthedocs.io/en/latest/index.html

CryptoDB (Execute SQL over encrypted data and encryption keys chained to user passwords)

Database/Storage Technology Research

XtraDB and InnoDB (By default, MariaDB uses the XtraDB storage engine, a performance
enhancement fork of the InnoDB storage engine). It is possible to use InnoDB as a plugin in
MariaDB.

4 Web Frameworks

4.1 AngularJS

4.2 Django


http://www.laurentluce.com/posts/python-and-cryptography-with-pycrypto/
https://pycryptodome.readthedocs.io/en/latest/index.html

4 Programming Languages

4.1 AngularJS

4.1 Python

5 Cloud Technologies

5.1 Azure

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-devquickstarts-angular
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Take a look at;
http://codereview.stackexchange.com/questions/110679/simple-login-system-using-python-flask
-and-mysq|l
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https://docs.microsoft.com/en-us/azure/active-directory/active-directory-devquickstarts-angular
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